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Smart Authentication

An Internet driven-world

The convenience of Internet is driving a cultural
evolution in which e-shopping and e-banking are
more and more becoming part of everyday life.

m 20 years ago we went to the bank and
paid the invoice...
...today we do it online

B 5 years ago we went to the tax authorities
and handed in the tax declaration...
...today we do it online

m 3 years ago we traveled to the 'speciality
store’...
...today we do it online

m Today we go to the bank and sign a loan
agreement...
...tomorrow we will do it online

e-banking
Enabling secure access to
online banking services.

Why Smart Authentication?

Online fraud is escalating with the rise of Internet
usage. Fraudsters are now employing sophisticated
methods to target user transactions through
advanced real-time attacks such as man-in-the-
middle, man-in-the-browser, social engineering and
whaling.

Though financial losses due to cybercrime are a
worrying reality, they should not stay a fatality. To
face the new security challenges and to comply with
national legislations for security measures, banks
and financial institutions need to deploy secure
authentication mechanisms. In fact, login security
and accountability for transactions made online is a
priority for every bank and financial institutions.

Oberthur Technologies' Smart Authentication

suite to counter-attack online fraud

Expert in security solutions for a changing world,
Oberthur Technologies has helped secure financial
services for more than 20 years. We now provide a
complete range of secure authentication solutions.

e-shopping
Enabling secure payment
on merchant websites.



A comprehensive offer

Oberthur Technologies provides a turnkey solution
including all the components to secure online
services:

B Authentication Server to ensure the security
of online services such as e-shopping and
e-banking

B Access Control Server (ACS) to enable
e-shopping transactions via Visa and
MasterCard 3D-Secure protocols

®m Full range of devices and mobile solutions

With the Smart Authentication suite Oberthur
Technologies now offers acomplete range of services
to improve security, usability and trust for online
e-shopping and e-banking users. It encompasses:

B Marketing and technical consultancy

®m Global integration, including device branding,
server integration and key management

B Authentication device delivery operated from
over 30 secured Service Centers around
the world, including customization, stock
management, packaging and distribution

m Server operation either hosted in these Service
Centers or in the banks' premises
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Devices and applications
B Card readers with associated EMV or PKI| smartcards

B Connected and unconnected tokens (USB dongles,
keypads or one-button devices)

B Applications for mobile phones (SMS, SIMToolkit or
handset-based)

B Scratch cards and matrix cards with list of one-time
passwords

B Other innovative solutions like smart card with
embedded keypad and screen
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A turnkey solution operated from Oberthur
Technologies' Service Centers

Oberthur Technologies' managed authentication
service is based on servers hosted in our highly
secured Service Centers certified by MasterCard and
Visa.

From these Service Centers, Oberthur Technologies
is able to provide a full range of customized devices
as well as the required logistics, including packaging,
inventory management and direct delivery.

Oberthur Technologies relies on the PIN manage-
ment systems already fully running for its traditional
business in each service center to securely deliver
associated PINs through mail or SMS.

A reliable service

Oberthur Technologies is trusted by 5,000 banks
and financial institutions to manage their keys and
has also a strong experience in integrating platforms
in information system back-ends.

‘Expert in security solutions for a changing world,

Oberthur Technologies now provides a complete range
of secure authentication solutions'




Oberthur Technologies has a unique experience to provide
Smart Authentication Services.

A major Zleielflgl | ®  Aleading supplier of MasterCard and Visa
the payment market K More than 5,000 banks and financial institutions
e Expert in security (EAL4+, MasterCard, Visa)

ANallncdaiile st B VAN (o AVElals o] @ Technology trusted by more than 250 mobile operators
®  One of two industry leaders worldwide
Latest technologies already available

A leader in integrated | © Atrusted player for hosting sensitive information
®  More than 20 years' experience in personalization

Unique global tool for all kinds of personalization of all smart card products
personalized both in factory or through TelepathIC

secured personalization

An application developer expert Expertise in Amex, JCB, qVSDC, Paypass, Calypso and MIFARE
Expertise in Midlet or SCWS for MMI purposes
Expertise in STK for flexible management of multi-NFC handsets
Expertise to provide application certifications

An innovation-oriented partner First in the industry to sell a 128kb card, a TMb card and first USB dongle
incorporating a smartcard (AngellC™)
WebSTIC, a USB solution for secure authentication, meets the need to find
the appropriate balance between security, cost and convenience

Partner offerings with global & IR it
o

ey Over 30 service centers covering 5 continents
local support capab|I|t|es More than 600 million smart cards personalized per year

A managed services expert e Services operated from Oberthur Technologjes' datacenters
High availability service and 24/7 support and maintenance
Secured and certified environment

Oborthur
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www.oberthur.com

Oberthur Technologies respects the environment.

Q The number of printed brochures produced by the company has been significantly reduced to save paper.
Printed documents are produced on FSC-certified paper using aqueous inks to reduce environmental impact.
Datasheets are available in electronic format only.
Electronic documentation can be downloaded in PDF format from www.oberthur.com
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